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Than NN wodp = 3-Ny WOﬁ//;

PrKa = x = randi(p-1). c=Enc(PuK,, m)=(E,D)
PuKa=0=g*mod p. m=Dec(PrKp, c)
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UTxO blockchain to provide confidentiality and verifiability of transferred money amounts.
Public Parameters PP = (p, g); p=268435019; g=2;
A - Alice: Prka=x, PuKa=a. A4 - Audit Authority: PrKaa=z, PuKaa=A.
>> x=int64(170325760) >> z=int64(90521943)
x =170325760 z=90521943
>>a=mod_exp(g,x,p) >> A=mod_exp(g,z,p)
a = 8239057 A =268254303
Zero Knowledge Proof (ZKP) of equivalence of 2 ciphertexts c3, c3e corresponding to the same
plaintext m obtained by encryption with different Puks
CQ nA A C@ > g How to provide anonymity of transaction amounts
m1=2000 m3=1000 -
Bl———— prkas ————> Prke=z/ and to verify the balance: m1+m2 = m3+m4 ?
rka=Xx 63 1= ml d 3= m3 d J/fﬁ 94
PuKs=a PuKg=e nl=g"™" moadp n3=g™ mod p
(3 _M2=3000 m4=4000 n2= g™ mod p na= g™ mod p Jume 7190
canz UTxO can4
. If (m1+m2) mod (p -1) = (m3+m4) mod (p-1),
T Then (n1*n2) mod p = (n3*n4) mod p.
- )
s mod (p-2) my+ iy oA (P
I/)ianzVWDdP_,? mﬂp n3'nl.(:g 3 mmlp

4 My, yed (p-1D = Wiz +wy vrod (P—1)

ElPublic and Private keys generation ElGamal Encryption - Decryption
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Ewc<0 L /’7?): Cam = CeEawm, Dawm)
Eaw = maa"maa/p/' Daw = d@f 44/295/1[),

>> mx=mod(-x,p-1)
mx = 98109258
>> mod(x+mx,p-1)

———————> Prie=z/
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$1: i1 =randi(p-1)
Enc(a, i1, nl1) = Canl
Eanl=nl*ail mod p
Danl= g mod p

' j1 =randi(p-1)

g

PuKe=e Canl=(Eanl,Danl)

Enc(a, j1, 11) = Cail

j1 = randi(p-1) Cail=(Eail,Dail)
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ans=0

Lland ,(aid

Q1 #51=2000 A m3=1000
4 ?|  Prka=x

@) £2=3000 PuKa=a m4=4000
Canz,(ai2 | umo

EX. 2¥ wwod S5y = 2%

Eail=i1*all mod p
Dail= gl mod p

B2 i2 = randi(p-1)
Enc(a, i2, n2) = Can2
E2=n2*ai2 mod p
D2= g2 mod p

j2 = randi(p-1)

Enc(a, j2, i2) = ci2

Ei2=i2*a? mod p

Di2= gi2 mod p

Can2=(Ean2,Dan2)

Cai2=(Eai2,Dail)
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EX. 2¥ wod 54y = o

2F wivd 23 =l + 2F
>>m1=2000; >>nl=mod_exp(g,m1,p)
>> m2=3000; nl=28125784
>>ml2=m1+m?2 >>n2=mod_exp(g,m2,p)
m12 = 5000 n2 =222979214

>>nnl12=mod_exp(g,m12,p)
nnl2 = 143845522

>>n12=mod(n1*n2,p)
nl2 = 143845522

>> i1=int64(148308050)
il=148308050
>>a_il=mod_exp(a,il,p)
a_il=124551071

>> Eanl=mod(n1*a_il,p)
Eanl =194643296

>> Danl=mod_exp(g,il,p)
Danl =52535541

>>i2=int64(72210493)
i2=72210493
>>a_i2=mod_exp(a,i2,p)
a_i2 =235524548

>> Ean2=mod(n2*a_i2,p)
Ean2 = 234318333

>> Dan2=mod_exp(g,i2,p)
Dan2 =201744006

>>nnl2=mod_exp(g,m1+m2,p)

nn12 = 143845522
-
(Daniy(' CDCMi) /Mr%/p ={
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Decryption of Canl=(Ean1,Danl):
>>Danl_mx=mod_exp(Danl,mx,p)

Danl_mx = 110813605
>>Danl_x=mod_exp(Dan1,x,p)
Danl_x=124551071
>>Danl_xDanl_mx=mod(Danl_x*Danl_mx,p)
Danl_xDanl_mx=1

>>nnl=mod(Ean1*Danl_mx,p)
nnl=28125784

123456789 123456789 123456789 123456789
Enc(a,i1,n1)=(Eanl,Danl)=Canl Enc(a,i2,n2)=(Ean2,Dan2)=Can2
Nr. ml m2 nl n2 il i2 Eanl Danl Ean2 Dan2
1 2000 3000 28125784 222979214 148308050 72210493 194643296 52535541 234318333 201744006
2 6000 3000 236183964 222979214 109472856 97125717 143868972 193531382 175024019 232629344
3 3000 5000 222979214 143845522 177544488 52810116 249983456 120274163 116189367 188122293
4 5000 2000 143845522 28125784 92888439 147727088 254438923 129363870 126782285 62615199
5 4000 2000 246637967 28125784 223263092 66296785 160789822 16321949 70874947 253676820
6 3000 4000 222979214 246637967 135084189 69568274 7752656 258664479 29438928 38252554
7 1000 4000 260099963 246637967 237364983 2230566 58748673 261811191 30578219 87872122
8 2000 5000 28125784 143845522 142568382 255161473 180231637 130726569 29985812 75958809
9 2000 4000 28125784 246637967 255089090 255790067 14042424 129417439 41028941 259091349

>> mx=mod(-x,p-1)
mx = 98109258

>> mod(x+mx,p-1)
ans=0

>> Dan2_mx=mod_exp(Dan2,mx,p)

>> Danl_mx=mod_exp(Danl,mx,p) Dan? mx = 148593508

Danl_mx =110813605

>> Danl_x=mod_exp(Dan1,x,p)

Danl _x=124551071
>>Danl_xDanl_mx=mod(Danl_x*Danl_mx,p)

Danl xDanl mx=1
- - >>nn2=mod(Ean2*Dan2_mx,p)

>>nnl=mod(Ean1*Danl_mx,p) nnd= 222 RPRTS

a AnAaAr=IAA
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nnl=28125784

Canl*Can2=Canl2

211462699
206344988
181434247
180502841
3565480
254633531
96445960

~ III uos W N e

>> j1=int64(randi(p-1))
j1=97428832
>>a_jl=mod_exp(a,jl,p)
a_j1=29948619

>> Eail=mod(i1*a_j1,p)
Eail = 165277205

Dail_mx=237356214

il =148308050

1234567890 1234567890

236183964 222979214
222979214 143845522
143845522 28125784
246637967 28125784

1
2
3
3
5

B8 222079214 246637967
7 260099963 246637967

>> nnl=mod(Ean1*Danl_mx,p)

48312418
205788087
214130430
190596808

8804970
141999977
245489855

>> Dail=mod_exp(g,jl,p)

1234567890

Nr. Eanl*Ean2=Eanl2 Danl*Dan2=Danl2 j1

97428832

>>nn2=mod(Ean2*Dan2_mx,p)

nn2 = 222979214

1234567890 1234567890 1234567890
Enc(a,j1,i1)=(Eail,Dail)=Cail Enc(a,j2,i2)=(Eai2,Dai2)=Cai2
Eail Dail j2 Eai2 Dai2
165277205 214402638 7862004 209474480 139926535 1
44105851 17906247 100216034 62108827 2
31316867 127216070 15627351 139685459 3
24097221 26548892 86784264 229018399 3
132436059 234550569 187795354 228907772 5
91638180 2330131 116823325 174872029 -
32671915 137646849 154195718 106589198 7
>> j2=int64(randi(p-1)) >> Dai2=mod_exp(g,j2,p)

Dail = 214402638 j2 =7862004
>>a_j2=mod_exp(a,j2,p)
a_j2 =118699749

>> Eai2=mod(i2*a_j2,p)
Eai2 = 209474480

>> Dail_mx=mod_exp(Dail,mx,p)

>> iil=mod(Eail*Dail_mx,p)

Dec(x,Canl) Dec(x,Can2) ml m2
28125784 222979214 2000 3000

1234567890

Dec(x,Cail)
148308050

>>m3=1000; >>n3=mod_exp(g,m3,p)
>> m4=4000; n3 = 260099963
>> n4=mod_exp(g,m4,p)
n4 = 246637967
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>> mx
mx = 98109258

Dai2 = 139926535

>> Dai2_mx=mod_exp(Dai2,mx,p)
Dai2_mx = 247946579

>> ii2=mod(Eai2*Dai2_mx,p)
ii2=72210493

>> j1pi2=mod(il+i2,p-1)
ilpi2 = 220518543

1234567890 1234567890 1234567890

Dec(x,Cai2) i1 i2
72210493 148308050 72210493

>> i3=int64(randi(p-1))
i3 =28525739

>> id=mod(il+i2-i3,p)
i4 =191992804

1234567890

il+i2 mod(p-1) Nr.

220518543

N o A WN

>> mod(il+i2,p-1)
ans = 220518543
>> mod(i3+i4,p-1)
ans = 22051854
>> i=ans
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2) finds  it+ iz wmod (p-1)

2) gencrater at tawdont 3 <

‘) wm,om‘&} iy = a4+ 2 L3 moc((pvi)
5) apbigns 4 =
&) computes Ebips with ravdom hit, i3

D) computss DPAnZ with yandom inte By

A4 - Audit Authority: PrKaa=z, PuKaa=A.

P Qs )= Ak A ions)= Chn

3 (ot it A . Cs
{1 — PrKa=x - i
. PuKa= a
B 5____.“”2’@"2. B | hy —=24
2 v =
UTxO

>>7 >>A
z=90521943 A =268254303

>> Dan3_mz=mod_exp(DAn3,mz,p)
Dan3_mz =211572765
>>nn3=mod(EAn3*Dan3_mz,p)
nn3 = 260099963

>> A_i3=mod_exp(A,i3,p)
A _i3=210678746

>> EAn3=mod(n3*A_i3,p)
EANn3 =70392372

>> DAn3=mod_exp(g,i3,p)
DAN3 = 266313679

A_i4 = 235111288
EAn4 = 242658874

DANn4 = 64259930

1234567890 1234567890 1234567890 1234567890 1234567890 1234567890

Nr. m3 m4 n3 n4 i3 i4 EANn3

1000 4000 260099963 246637967 28525739 191992804

i3+i4 mod(p-1) i
220518543 220518543

1
2
3
4
5
6
7

>>
i=220518543

AV

VL 1 r
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>> A_i4=mod_exp(A,i4,p)

>> EAnd=mod(n4*A_i4,p)

Enc(A,i3,n3)=(EAn3,DAn3)=CAn3

70392372 266313679

i=220518543

i+ 12 wmod (p=L) = (2 +iv wad (p—1)

>> z=int64(randi(p-1))
z=168034742
>> A=mod_exp(g,z,p)
A =258784798

>> mz=mod(-z,p-1)
mz = 177913075

>> Dan4_mz=mod_exp(DAn4,mz,p)
Dan4_mz = 41441944
>>nn4=mod(EAn4*Dan4_mz,p)
nn4 = 246637967

>> DAn4=mod_exp(g,i4,p)

Enc(A,i4,n4)=(EAn4,DAn4)=CAn4
EAn4 DAn4

242658874 64259930

DAn3
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Ehnl = 1, A" mrad p ANzt 3 %A A o

L
= 0y, ¥/ vrrod P
L :

Ean42 _ P2 x L '
apey 0P ~wmed P = L pd p = (2 “od

EA N3Y (a7 « A° A¢ LA P
>> Eanl2 >> EAn34=mod(EAn3*EAn4,p)
Ean12 = 211462699 EAn34 = 110631558
>> Danl12 >> DAn34=mod(DAn3*DAn4,p)
Danl12 =48312418 DANn34 =48312418
5> m1=mod(-1,p-1) >> A _ml=mod_exp(A,m1,p) >>EANn34_ml=mod_exp(EAn34,m1,p)

B A _ml=64233026 EAn34 _m1 =53781976
ml =268435017
~ >>aA_ml=mod(a*A _mi,p) >>Ean12EAn34_mil=mod(Ean12*EAn34_m1,p)

>>mlpl=mod(m1+1,p-1)
mipl=0 aA_m1=190973001 Ean12EAn34_m1 = 58108479

>>aA_ml_i=mod_exp(aA_m1,i,p)
aA_m1_i= 58108479

1234567890 1234567890
CAn3*CAn4=CAn34

Nr. EAn3*EAn4=EAn34 DAn3*DAn4=DAn34 (a/A)ri (Ean12/EAN34)
110631558 48312418 58108479 58108479
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